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ABSTRACT

The use of malware in cyber threats continues to be used in all ages, and will continue to be a major attack method
even if IT technology advances. Therefore, researches for detecting such malicious codes are constantly tried in various
ways. Recently, with the development of Al-related technology, many researches related to machine learning have been
conducted to detect malware. In this paper, we propose a method to detect malware using machine learning. For machine
learning detection, we create a feature around each call interval, ie Time Interval, in which API calls occur among dynamic
analysis data, and then apply the result to machine learning techniques.
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Table 1. How to divide API Call into 3 Steps

Total Call |\ " g.)y | Middle | Late
Count
3n 3m 3m 3m
3n+1 3m 3m 3m+1
3n+2 3m 3m+1 3m+1
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Table 2. Feature List

% 324

No. Feature Remarks
1 Total API Call Total number of
Type API Call types
9 Total API Call Total number of
Count API Call
3 First TimeStamp First call time
4 Last TimeStamp Last call time
5 Total Time Total call duration
Interval
6 | Max Time Interval Maxlmum time
interval of all
Max Time Interval .Max1mum 't1me
7 interval point of
Index
all
Early stage time
8 Early-Std interval standard
deviation
Middle stage time
9 Middle-Std interval standard
deviation
Late stage time
10 Late-Std interval standard
deviation
11 Early-Mean E'arly stage time
interval mean
12 Middle-Mean Ml.ddle stage time
interval mean
13 Late-Mean Late stage time
interval mean
Early stage
14 Early-Max maximum time
interval
Middle stage
15 Middle-Max maximum time
interval
Late stage
16 Late-Max maximum time
interval
17|  Max API Name API name at

maximum time
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No Feature Remarss Table 3. Result of Verification
- interval Train Test
18 First API Name Flrstn;i}i AP Accuracy 98.7% Accuracy 91.4%
19 Last API Name Last call APL name 1st | Precision | 98.9% Precision 91.5%
Recall 98.5% Recall 91.0%
. API call average
20 Average Time time Accuracy | 98.6% | Accuracy | 91.3%
Mini " 2nd | Precision | 99.0% Precision 91.5%
Early-Min T Recall | 98.2% | Recall | 91.1%
21 ~Slope interval slope in eca 7% eca i
early stage Accuracy 98.6% Accuracy 91.4%
Middle-Min Minimum time 3rd | Precision | 98.9% | Precision | 91.5%
22 ~Slope mfgdvjllesi‘t’ggem Recall | 98.3% | Recall | 914%
. Mini ti - . -
93 Late-Min intgg;lursr}o;;nfn S 54171 Trainell ALsta, Yz 29 dlo]
~Slope late stage BE wel 4% AZsHe Testol d4asich, 4ot
Early-M Maximum time Z(Accuracy) ¥3t olg} 97 =(Precision),
24 a_lsilopeax interval slope in #E(Recall) =5 33]® =Aslgon] 339 H
ea%rly stag:e AEE (accuracy)= 91% =2 9v gl= Axy) =%
Middle-Max Maximum time Hole}, Al A= Table 3.9 W&} 2},
25 interval slope in .
~Slope middle stage Zy 22 U9& 2438 23 Table 4.4 2=
Maximum time nie} zho] Akg-o 2 7]Ee| 23 ¢lE Sandbox #
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late stage e eosd, & Age A 4 AuE
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in middle stage Table 4.9 W& E434 n](Sandbox) A
L ate-Min  Minimum time %) Asel mAled AHML)E wlmd gole,
P10 AP Name | Mnternl AP name A4 b4 o132 ehil (Label) 2 EA3heet,
Early-Max . Maximum time Table 4. Result of ML Detection
30 interval API name
-API Name .
in early stage Sand L il
. Maximum time LD box M abe
Middle-Max . X
31 “API Name interval API name 01b6d41953053953db | \ \
in middle stage 924a13e76b23
Maximum time
Late-Max . 00751f6a37e29ec7dd7
32 t 1 API B M M
-API Name Rt Stazzme 8d1ddfb6428e2
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B M M
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